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About humanitarian action and digital technologies 

Today’s humanitarian crises are marked by violent 
conflicts and natural disasters, which exacerbate 
socio-economic vulnerabilities and compel individuals 
to either leave their homes or endure protracted situa-
tions of insecurity and fragility. As a result, the number 
of people affected by crises and requiring humanitarian 
assistance is steadily growing. Paradoxically, despite the 
escalating demand, humanitarian funds are consistently 
shrinking. 

While German humanitarian action remains generally 
needs-driven and principled in nature (Hövelmann and 
Südhoff 2023), the shrinking budget for 2024 fuels long-
standing discussions about more efficient and effective 
humanitarian action. To deliver greater efficiency, 
policymakers and global donors are advocating the use 
of evidence-based data to substantiate the impact on 
humanitarian performance. This directive is pushing 
humanitarian practitioners to embrace digital innova-
tion and engage in data collection (Komuhangi et al. 
2023; ALNAP 2022; Madianou 2021; 2019; GFFO 2019).

Germany’s forthcoming humanitarian strategy provides 
an apt opportunity to set strategic priorities for Ger-
many’s digital humanitarian capacity and future role 
in navigating the digital humanitarian ecosystem. A 
future-proof humanitarian strategy cannot avoid taking 
digital trends with new and emerging technologies into 
account. The growing prominence of cash interventions 

will reshape discussions among humanitarians, placing 
emphasis on topics such as digital payments, identity 
management, data sharing, and interoperability. The 

increasing prevalence of 
cyberattacks and fake news 
will further influence the way 
humanitarians work and pro-
tect affected people and their 
data from harm. Emerging 
technologies like Artificial Intel-
ligence (AI) offer new choices, 
influence decision-making, and 

continue shaping the digital era of humanitarian action. 
The existence of numerous unanswered questions and 
uncertainties offer opportunities for more interdis-
ciplinary and cross-functional exchange, sector-wide 
and cross-sector governance fostering principled 
approaches (BMDV 2023; 2022; Egle and Hess 2022; 
Voelsen 2022; VENRO 2019).

This policy brief serves as a condensed version of CHA’s 
research paper, exploring digital capacities within German 
 humanitarian efforts and advocating for the integra-
tion of digital technologies in Germany’s forthcoming 
humanitarian strategy. The policy brief outlines poten-
tial actions for German policy and operational actors, 
offering guidance on how to translate aspirations into 
tangible outcomes and actively contribute to the digital 
transformation of the humanitarian system.
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Navigating a complex, digital humanitarian ecosystem

The opportunities and challenges stemming from the 
application of digital technology in the humanitarian 
sector are not confined to a specific sector. Most, if 
not all, sectors if not all struggle with ethical questions 
around AI, data protection and cybersecurity. In recent 

years, humanitarian actors have moved from techno-
solutionism1  to a more nuanced approach aimed at the 
purposeful utilisation of digital technologies in a highly 
complex digital humanitarian ecosystem. 



Germany’s digital transformation and an invisible 
humanitarian action 
 
While Germany’s present humanitarian strategy 
acknowledges technological development as a great 
opportunity for humanitarian action and identifies the 
protection of sensitive data as an important strategic 
focus (GFFO 2019), the upcoming strategy holds the 
promise of strengthening German humanitarian capac-
ity to respond to new and emerging technology trends 
and act as a “purposeful player” (Hövelmann and Süd-
hoff 2023) in the future digital humanitarian ecosystem. 

Germany is seen as having the potential to emerge as 
a future leader to drive an “eco-systemic leadership 
approach” (Lay 2023), thereby fostering a complex, 
digital humanitarian ecosystem informed by Germany’s 
principled approach. The expectation is that Germany 
can support humanitarian practitioners by incorporating 
digital considerations into its humanitarian diplomacy 
with tech companies and across various sectors, coupled 
with field-oriented policies. This is all contingent on a 
strong political willingness to act as an honest and neu-
tral broker. Germany’s humble 
approach and attitude to human-
itarian digitalisation are perceived 
as strengths that can be further 
developed, provided Germany is 
willing to learn and strategically 
leverage its limited resources. 

Germany’s ability to digitally 
transform humanitarian action 
is closely interlinked with its national priorities and the 
overall digital transformation process. In 2021, the Ger-
man Federal Foreign Office (GFFO), with a mandate in 
humanitarian action, launched its Digitalisation Strategy. 
Subsequently, Germany unveiled its Digital Strategy 
in 2022 and Data Strategy in 2023 published, by the 
Federal Ministry for Digital and Transport. While these 
strategies predominantly focus on domestic concerns, 
encompassing foreign and international cooperation, 
the specific nuances  of humanitarian needs are con-
spicuously absent in any of these strategies (BMDV 
2023; 2022; GFFO 2021). 

From a humanitarian perspective, the operationalisa-
tion of Germany’s or GFFO’s digital priorities lack clarity. 
Thus far, GFFO has not embedded “data and innova-
tion”2 across humanitarian operations but has instead 
funded siloed innovation and technology initiatives that 
cater to a limited selection of humanitarian stakehold-
ers. This approach poses the risk of making one-off 
investments into isolated projects or funding pilots 
after pilots without fostering system-wide learning and 
impacts. Embedding digital approaches in a principled 
and structured manner, in turn, has the potential to 
benefit more stakeholders, if not the whole system. 
At the same, German grant proposals and compliance 

processes predominantly emphasise data protection. 
Preliminary research indicates that German NGOs 
often feel compelled by donor pressure to digitalise its 
processes while complying with strong data protection 

regulations. As a result, most 
NGOs focus on project-based 
technologies and data 
protection. Digital initiatives 
typically rely on earmarked 
funding, resulting in pro-
ject-centric approaches that 
are not integrated across 
programmes, departments, 
functions, or the humani-
tarian system. For example, 
WFP’s Innovation Accelerator, 
based in Germany and often 
cited as one of Germany’s 

flagship projects, plays an important role in innovating 
new technologies that serve selected humanitarian 
stakeholders. However, its linkages into the German 
humanitarian community are limited, barely contribut-
ing to creating digital public goods3 based on common 
standards and principled governance frameworks that 
serve the broader humanitarian system. The risk of 
investing in isolated projects, funding pilots over pilots 
without system-wide learning and impacts, diminishes 
the relevance of principled approaches and limits the 
ability to initiate long-term change. German humanitar-
ian NGOs also reported resource constraints and a lack 
of digital capacity, hindering inclusive design processes 
for introducing sustainable innovation and bridging 
humanitarian and development programmes through 
technology. Even if German humanitarian NGOs decide 
to strategically increase their digital footprint, they 
would encounter national barriers since Germany’s key 
donors (i.e., GFFO, BMZ) lack the relevant digital capac-
ities for providing strategic guidance and prioritisation 
(Düchting 2023; VENRO 2019).

This situation also reflects operational realities that are 
increasingly interdisciplinary in nature. For example, 
discussions around the integration or interoperability 
of humanitarian data and social protection schemes 
often involve different stakeholders. This is particularly 
evident in conversations about identity management, 
the sharing of financial data and humanitarian out-
comes, and compliance data (e.g., related to coun-
ter-terrorism claims, fraud, or corruption). In practice, 
humanitarian data systems and accountability mecha-
nisms are managed across sectors, as demonstrated by 
recent experiences in Ukraine.4 However, this example 
also underscores a lack of strategic guidance and pri-
oritisation by key donors who, representing the same 
government in part, moved in different directions. This 
challenge has made it difficult for humanitarian actors 
to contribute to a unified response (Calp Network 2023; 
2022; Deutscher Ethikrat 2023; Worthington and Dücht-
ing 2023; Fast 2022).
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In summary, Germany’s digital landscape at both policy 
and operational levels offers numerous opportunities 
for humanitarian actors to leverage. However, humani-

tarian considerations are rarely 
integrated into German digital 
policies, and digital consid-
erations are rarely reflected 
in German humanitarian 
strategies. While humanitarian 
decision-making is generally 
principled, this does not extend 
to the responsible use of digital 
technologies. Digital innovation 
is often managed in isolation, 
without due consideration for 

system-wide impacts. This raises fundamental question 
about Germany’s digital capacity to actively shape the 
digital humanitarian ecosystem. 

Digital trends and developments to not shy away from 
 
The trajectory of digital trends will ultimately determine 
whether Germany’s digital capacity is future-proof. The 
rapid technological development of new and emerging 
technologies, such as Artificial Intelligence (AI), proves 

challenging for many individuals, leading to a sense of 
being overwhelmed and an impression of being unable 
to influence constant changes. Humanitarians often 
adopt a binary approach to digitalisation, with some 
overemphasising the potential of digital technologies 
while others oversimplify its use by solely focusing on 
threats and risks (Devidal 2023). The dichotomy within 
the humanitarian sector easily divides players into those 
with sufficient strategic and foresight capacities and 
those lagging behind, remaining stuck in the good old 
way of doing things, with generative AI functioning as a  
“gamechanger” (Bergtora Sandvik 2023) for the humani-
tarian system. 

Despite the significant opportunities arising from AI for 
new and innovative humanitarian approaches, little is 
known about potential implications caused by the crea-
tion of technological dependences. There is a tendency 
for individuals to blindly follow suggested results when 
using technology, particularly AI, for decision-making, 
a phenomenon known as automation bias (Deutscher 
Ethikrat 2023). Additionally, there is also lack of repre-
sentative humanitarian (data) language that accurately 
reflects affected people’s contexts, capacities, and 
needs. For example, “AI tools don’t work when data in 
a particular language is scarce” (Schacht 2023). This is 

The expectati-
ons surrounding 
new and emer-
ging techno-
logies are high, 
but there is 
much at stake 
if they are not 
used wisely

Illustration: Recognise the complexity and different layers of digital transformation in the humanitarian system
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Methods in brief 

The policy brief is published as part of a comprehensive 
research paper with the same title. It draws from a 
literature review, an analysis of selected grant propos-
als, and six semi-structured interviews conducted with 
experts currently engaged in various aspects of the 
humanitarian system’s digital transformation process. 
The interviews included representatives from four dif-
ferent multi-stakeholder networks, two representatives 
of an international organisation and one independent 
expert. The peer review was performed by CHA and an 
independent expert. 

The paper was informed by CHA’s project on data and 
digitalisation, which builds on previous research about 
digital accountability, past debates and CHA events. 
Notably, the content is enriched by the discussions held 
during the conference on “Tackling power imbalances 
in humanitarian action – with technology and locally led 
management?!” (Centre for Humanitarian Action 2023; 
Centre for Humanitarian Action, CALP Network, and 
Ground Truth Solutions 2023; Düchting 2023). 

particularly true for individuals in humanitarian crises 
who speak languages that are not well reflected in 
AI training data. There is a widespread absence of a 
humanitarian taxonomy, and achieving data accuracy 
and quality during times of crisis is often challenging. 
Furthermore, there is a lack of system-wide support 
or direction to guide humanitarian actors in how to 
approach this new technology. They find themselves 
in limbo between waiting for such guidance and facing 
pressure to deliver more impact with less funding by 
leveraging technology. 

The expectations surrounding 
new and emerging technol-
ogies are high, but there is 
much at stake if they are not 
used wisely. Digital threats 
have the potential to pose 
diverse risks to affected people 
and vulnerable individuals. 
These risks include, but are 

not limited to: (1) protection risks resulting from doing 
digital harm, (2) accountability risks caused by lack of 
transparency and power imbalances, (3) privacy risks 
resulting from increased privacy incidents, hacking and 
data leaks, (4) design and exclusion risks resulting from 
lack of participation and representation.

Whether we like it or not, 
there is no escaping new 
and emerging technolo-
gies. However, humani-
tarian actors appear to be 
hesitant to embrace AI on 
a large scale. To future-
proof a digital humanitar-
ian ecosystem, Germany’s 
humanitarian actors must 
be aware of trends and 
developments, considering 

opportunities, limitations, and implications. Decision- 
makers should be cautious about potential threats 
when making data- and technology-related decisions. 
This also necessitates engaging in a public debate 
about the specificities of humanitarian concepts with 
national policies. Moreover, there is a need to embrace 
technologies across humanitarian programmes, 
strengthening transparency and accountability among 
all stakeholders and, last but not least, adhere to a prin-
cipled approach to data and digitisation.

The expectations 
surrounding new 
and emerging 
technologies are 
high, but there is 
much at stake if 
they are not used 
wisely

1 Technosolutionism refers to decision-makers’ willingness to utilise digital technologies to solve complex societal problems which require more than solely technical solutions  
(Beduschi 2019; Duffield 2016).

2 In one of its earlier versions of the new humanitarian strategy shared for review with the German humanitarian community earlier in 2023, GFFO intended to focus on “data and 
innovation”. 

3 The UN Roadmap for Digital Cooperation considers digital public goods as “essential in unlocking the full potential of digital technologies and data to attain the SDGs, in particular 
for low- and middle-income countries” (United Nations 2020, 6).

4 Ukraine’s digital environment had prompted many actors to build on the existing digital infrastructure and pushing for the integration of humanitarian data into the national 
e-governance and social protection scheme Diia introduced in early 2023. 
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Apply a principled approach for doing no digital harm

For ministerial decision-makers For humanitarian practitioners 

• Advocate for humanitarian principles in digital strategies and
policies at national and international levels.

• Avoid isolated flagship innovations while promoting digital
common goods.

• Foster doing no digital harm and context-specific decision- 
making (e.g., case books).

• Redefine humanitarian diplomacy embedding digital
consideration and tech geopolitics.

• Give humanitarians a voice by getting humanitarians involved
in tech geopolitics discussions.

• Start with a human-related problem statement describing
the humanitarian contexts and people’s realities.

• Use existing frameworks and guidance while fostering doing
no digital harm.

• Consider digital rights and data access for local actors and
affected people.

• Push back and stick to humanitarian principles when asked to
share sensitive data for unspecific or unrelated purposes. Do
not compromise affected people’s wellbeing and security.

Build safe, secure and transparent data systems

For ministerial decision-makers For humanitarian practitioners 

• Set-up integrated data systems to track humanitarian funding
and outcomes.

• Track data sources and data flows to explain decision-making.
• Use AI to support but not replace human decision-making.
• Allocate flexible funding (e.g., inception phases, proof of

concept, security, change ma-nagement, human resources).

• Invest in integrated data systems and data governance models.
• Decouple data governance from programming.
• Build agile and constructive working cultures dealing with

data incidents.
• Be transparent about algorithm use and its possible effect

(i.e., targeting).

Create digital capacity by building digital literacy

For decision-makers and practitioners at policy and operational levels

• Continue building and diversifying digital literacy across functions and profiles.
• Invest in capacity building and strengthening, learning and knowledge sharing.
• Support inter-sectoral collaboration, exchange and research.

Design inclusively and responsibly

For ministerial decision-makers For humanitarian practitioners 

• Invest in digital infrastructure and connectivity.
• Define principled guardrails and red lines for the use of

technologies in specific contexts (e.g., field missi-ons).
• Allocate funding for operationalising data protection at all

levels.
• Integrate digital issues in accountability mechanisms

(e.g., doing no digital harm).

• Apply a rigorous approach to define a people-centric problem
statement.

• Consider non-humanitarian pathways to innovation
(e.g., theories of change).

• Co-create with local partners, tech activists, and affected people.
• Involve diverse people impacted by and depending on

technology.

Engage across sectors and systems

For decision-makers and practitioners at policy and operational levels

• Partner with likeminded stakeholders and get actively involved and shape international discussions across sectors and systems
(e.g., UN SG Summit of the Future in September 2024).

• Protect the humanitarian space from tech companies.

From aspiration to reality: Potential actions for future-proofing 
Germany’s humanitarian digital capacity 
Germany’s forthcoming humanitarian strategy presents 
a great opportunity to strengthen its digital human-
itarian capacity and promote a principled approach 
to digital technologies. The aim is to integrate these 
approaches  across humanitarian programmes, poten-
tially contributing to (digitally) transforming the human-
itarian system. The actions outlined below reflect only 
a subset of potential actions to strengthen Germany’s 

digital humanitarian capacities, targeting both policy 
and operational levels. Specifically, these recommen-
dations are directed at ministerial decision-makers 
within GFFO at the policy level and practitioners within 
German humanitarian NGOs at the operational level. 
For more detailed recommendations, please refer to 
the full research paper. 

Finally, emphasise a systemic approach when designing 
and deploying digital technologies. New and emerging 
technologies will inevitably shape the future humanitar-
ian system and should not be considered in isolation. 

Humanitarian actors must play a pivotal role in deter-
mining how these technologies are employed to foster 
the digital transformation of the humanitarian system.  
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